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Abstract. Sealing is a key aspect in the scope of legal metrology, strongly associated with 
verification activities. With the increasing number of instruments whose operation is based on 
software, conventional techniques, generally based on physical and mechanical seals, can be 
improved with the use of software techniques. The study presents a proposal based on the use of 
checksum as an electronic sealing tool. Suggestions are presented for inserting the checksum in 
type approval procedures and the conditions for its use as a sealing tool, in support of verification 
activities.  

1. Introduction 
According to the International Vocabulary of Legal Metrology Terms, published by Inmetro through 
Inmetro Ordinance No. 163 of September 6, 2005, legal metrology is the part of metrology related to 
activities resulting from mandatory requirements, referring to measurements, measurement units, 
measuring instruments and measurement methods, and which are developed by competent bodies [1]. It 
can also be understood as the area of metrology that is related to laws and regulations, that is, organized 
through a legal structure. 

Among the requirements involving legal metrology activities, it is worth highlighting the 
importance of actions related to verification. The Verification of a measuring instrument consists of the 
Procedure comprising the examination, marking and/or issuing of a verification certificate and which 
verifies and confirms that the measuring instrument meets the regulatory requirements [1]. In other 
words, it aims to ensure the conformity of the instrument copy in relation to the approved model. 

The marking procedure involves the affixing of marks, which can be verification, disapproval, 
model approval or sealing. 

In particular, the sealing marks are intended to protect the measuring instrument against any 
unauthorized modification, adjustment, removal of components, etc. [1]. From a practical point of view, 
sealing marks typically aim to protect the instrument from alterations that may somehow influence the 
result of the measurement performed. 



 
The practical realization of the concept of sealing marks typically involves the use of physical 

means, such as wire and numbered plastic seals, whose breaking allows detecting or suggesting possible 
access to set points of the operation and measurement results of the meter. It is common to find, for 
example, mechanical adjustment devices that receive sealing marks, in order to prevent them from being 
changed inadvertently, as shown in figure 1. 

 

 
 
Figure 1: Plastic sealing mark, with metallic wire. 
Source: Own elaboration. 

 
 

 Still from a practical perspective, in specific situations, the use of wire and physical seals, 
combined with potentially aggressive and/or corrosive atmospheres, can lead to an early breakage of the 
seals, even without user intervention. 

The importance of verification activities, combined with the need for sealing resources and 
possible fragilities of the conventional model justifies the need to identify new sealing means, exploring, 
for example, the growing use of electronic instruments, strongly controlled by the use of software [2]. 

 
 

2. Methodology 
The proposal addressed here consists of using checksum-type algorithms, typically associated with IT 
applications, however, increasingly present in electronic measuring equipment and instruments, 
controlled by software. Checksum algorithms typically aim to verify the integrity of data blocks, whether 
for storage or transmission [3]. They function as a type of “electronic signature”, which confirms that a 
certain piece of software or electronic file has not been altered. 



 
 Checksum, applied to an electronic sealing context, could be used in conjunction with 
physical/mechanical sealing. The logic consists of admitting that the same measuring instrument, if it 
does not undergo any change in its software, will be able to generate the same checksum value produced 
during an initial verification. This would be a way of guaranteeing that no parameter or part of the 
instrument's software has been changed. 

For a real application, within the context of the current legal metrology regulation [4,5], first, 
the availability of the checksum resource must be informed by the applicant for the instrument model 
approval. This information, presented by the applicant, can be confirmed during the model evaluation 
tests and informed in the final ordinance. 
 In order for the checksum to be considered valid for the instrument model under test, in the 
ATM process, it will then be necessary to carry out tests, by the technician in charge, who must verify 
whether the change of parameters relevant to the operation of the instrument can generate different 
checksum m, and verifying that they are unique sequences [6] . 

In other words, even if a parameter is changed to a value, and then changed back to the original 
value, the checksum algorithm will need to be able to generate unique sequences, not returning to the 
original value, as illustrated in figure 2, where 3 different checksums were generated, despite a parameter 
change and return to the original value. 
 

 
Figure 2: Changing parameters and generating a random checksum. 
Source: Own elaboration. 

 
 This operating logic, where the checksum does not return to the initial value, even with the return 
of the parameters, allows using the checksum as a tool for detecting unwanted changes in the 
equipment's software, even if such changes are temporary or reversible. In the context of the proposal 
of this work, this test logic must be used in the model evaluation processes, varying metrologically 
relevant parameters of the meter, and observing if the checksum always presents different values, even 
with the return to the initial configuration of the test, then making it appear in the model approval 
ordinance that the meter has checksum support . 
 
  
 
3. Discussion 
A case study and test of the suggested methodology was carried out . To simulate the model evaluation 
procedure, an ultrasonic liquid meter was used, which currently already has a model approval ordinance, 
and as informed by the ordinance applicant, has a native checksum feature in its software. 
 First, through the meter management software, the initial value of the checksum was registered, 
as shown in figure 3, where the checksum value 886C154E was registered at the initial moment. 
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Figure 3: Configuration “as found” of the meter. 
Source: Own elaboration. 

 
 Then, as it was an ultrasonic liquid meter, a metrologically relevant parameter was changed (the 
gain of one of the beams), and a new checksum value was recorded, 5FEC5311, illustrated in figure 4. 
 

 
Figure 4: Meter configuration after changing a metrologically relevant parameter. 
Source: Own elaboration. 
 
 



 
The changed parameter (gain of one of the beams) was then set to its original value, and a new 

checksum was recorded (374F9D87), as shown in figure 5. 
 

 
Figure 5: Meter configuration with parameter return to original value. 
Source: Own elaboration. 
 
 
The results obtained for the tested meter show that the checksum, even when recalculated, did not return 
to the original value. Under the logic of this work, this checksum calculation, if registered correctly in 
the initial verification, can be used as an electronic sealing parameter. 
 
4. Conclusion 
The checksum application model as an electronic sealing tool, presented in this study, is simple, and 
based exclusively on the functionality of the algorithms present in existing meters. It is not a resource 
capable of replacing physical sealing, but it can be seen as a complementary tool, considering that the 
generated checksums are unique, even if the parameter sets are reconfigured to original, previously 
known values. 

The development of a more complete model of checksum use must consider not only the 
functionality aspects, employed in this initial model, but also the security and software integrity aspects, 
which were not addressed in this first approach, but which are of fundamental importance for the 
necessary reliability for the model approval and verification procedures. 

Likewise, the requirements presented in OIML D-31 [7] must be considered in the constitution 
of a complete model, whose study and development is encouraged as a way of continuing this study. 
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